PRIVACY IMPACT ASSESSMENT (PIA)

|PRESCRIBING AUTHORITY: Dol Instruction 5400.18, "Dl Privacy Impact Assessment (PLA) Guidance”. Comgplete this form for Department of Defense
{DoD) information systems or electronic collections of information (refemed to as an "electronic collection” for the purpose of this form) that collect, maintain, use,
andior disseminate personally identifiable information (PII) abowt members of the public, Fedieral employees, contractors, or foreign nationals employed at U.5S.
|military facilties internationally. In the case where no Pll is collected, the PLA will serve as a conclusive determination that privacy requirements do not apply to
system.

1. DOD INFORMATION 5YSTEM/ELECTRONIC COLLECTION NAME:

|EBs Tocrement 3 {Albowe StoreLevel)
2. DOD COMPONENT NAME: 3. PIA APPROVAL DATE:

Pefmae e b j 04/16/18
a. The Pl is: (Check one. Noie: foreign nationals muﬂudedmgenerafpubﬁnj
[] From members of the general public [7] From Federal employees andior Federal contractors
From both members of the general ic and Federal es andior .
1] Foeral contraciore publ employe [] Mot Collected (i checked pmceed to Section 4)
b. The Pl is in a: {Check one)
[x] Wew DoD Information Systern [7] Mew Electronic Collection
[[] Existing Dol Information System [] Essting Electronic Collection

[[] Significantly Modified DoD Information System
c. Describe the purpose of this DoD information system or electronic collection and describe the types of personal information about individuals.
collected in the system.

'I'hﬂD&CA.EBShmmEﬂl3suhhmprmeM grocery ransactions through the tender phase which allows customers to pay for the
grocenes they wish to purchase. To obtain digital coupon discounts during checkout, customers must register for the new DeCA lovalty

program. During registration for the new loyalty program, the enstomer 15 asked to provide personal information (name, mailing address, e-

mail address for digital receipts/promotions, a 10-digit altemate ID, service affiliation, rank, status [active duty, retired, ete.], distance to the

commnussary, size of the houssheld and income range of the household). This mfcomation resides in the FBS Customer Relationship

Management (CEM) module. Thas mformation 15 not shared with other Defense retailers such as the military exchanges operated for the

Services (AAFES, NEX, ate )

Dhaning tendering, some customers elect to pay by persenal check which DeCA processes through a Treaswry system called OTCnet. OTCnet
requires double-sided check images, the account number, routing number, and a customer identifier. The account number and routing
number are extractad from the MICE. line at the bottom of the check. CARTS also uses the 13-24 character barcode value on malitary
identification cards as the customer identifier for all transactions. If there is no barcode on the malitary ID), the customer ID) is the EDI-FI, the
social security number (if 1t 15 printed on the customer's ID card), or the ration card number used in Eorean commissaries. This mformation
15 processed in the DeCA Server Cenfers to create check batches which are conveyed to OTCNet via secure web services.

Some customers elect to pay for porchases using a credit/debit/elactronic benefits card. When this type of tender 15 used, the customer
swipes/mserts their card and account mformation 1s sent to Commectad Payments which conveys this information to WorldPay (Treasury's
provider of electromic funds transfer (EFT) processing) or AAFES (for the Military STAF. card). This interaction is typrcally a synchronous
real-time exchange with the POS requesting approval and WorldPay/AAFES responding through Connected Payments with exther an
approval or a disapproval. In rare mstances, the request for approval and the subsequent approval/disapproval become asynchronous due to
networking delays.

If a customer uses the Infernet to purchase a DeCA gift card, the customer 1s re-directed from comnmssanes com to the web site of DaCA's
gift card provider (SVM). The ordermg process allows payment by credit card or check. If payment 15 by credit card, the customer will have
to provide SV with the card number, the card type (Visa, MasterCard, American Express, etc.), the expiration date, and the security code
from the back of the card. If payment is by check, the customer must mail the check to SVM. Online ordenng also requires the customer to
provide billing address mformation, shipping address mformation, an e-mail address, telephone number. The customer must also create a
usemame and password to facilitate trackmg of the fulfillment process.

DeCA offers curb-side pickup at multiple locations wia a Chick2Go ordering page. DeCA authenticates Click? Go user commssary shopping
prvilege. This mfeomation (the last four digits of their social secunty number, their name and date of birth) resides in the CRM module of
the sohation and is wsed to query the DEERS database to confirm the customer has been authorized for the commisszary benefit. After
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confirmation of the commissary beneft, the customer 15 directad o the el ommerce ordenng application to imnate Click2 o orders. Dunng
the CEM remistration process, the enstomer establishes a username and password, and provides an e-mail address and phone number. The
usemame and password allow the customer to retrieve their shoppmg cart to modify or cancel their order. The e-mail address and phone
number allow the commissary staff to mteract with the customer if produet substritutions are allowed and to allow digital recerpt debvery if
the customer opts in for this feature.

d. Why is the Pll collected andior what is the intended use of the PI? [e.q, venification, idenfificafion, aufhenticafion, dafa mafching, mission-relafed use,
adminisirative use)

Mission related wse to authenticate customers, accept their tenders, and facilitate online ordermg.

&. Do individuals have the opportunity to shject to the collaction of their PI? [ Yes [ Mo
{1) F "Yes,” describe the method by which individuals can object to the collection of PIIL.
{2) F"No.” state the reason why individuals cannot cbject to the collection of PII.

DeD policy requires DeC A to validate shoppmg privileges.

f. Do individuals have the opporfunity to consent to the specific uses of their PI? [*] Yes [7] Mo
{1) ¥ ™Y'es,” describe the method by which individuals can give or withhold their consent.
(2] if "MNo.” state the reason why individuals cannot give or withhold their consent.

Customers can choose to use tenders which do not requre PII (e.g. use cash mstead of a personal check or credit’'debat cards). Customers can
elect not to participate m the customer loyalty program.

g When an individual is asked to provide PII, a Privacy Act Statement (PAS) andfor a Privacy Advisory must be provided. (Check as appropriate and
provide the achual wording.)
[Collection of Social Secunty Number/Military ID Card Bar Code ValueDoD ID Mumber
Anthonty: 10 US.C. 2481, 2485(g) and (h); DoD Instruction 1330.17; E.O. 9397
Prmeiple Purposes: To positively identify anthonzed patrons of the Defanse Commissary Agency; to
enable patrons to tender payment for grocenes and household goods by means of check; to
enable the Defense Commmssary Agency to 1dentfy wiiters of previously dishonored checks; and to
Service affiliation and status, from the Defense Enrollment Ehgibhty Reporting System (DEEES]).
Foutine Uses: Dhsclosures are permatted wmder 5 1.5.C. 552alh), Privacy Act of 1974, as amended.
In addition, information may be disclosed to the United States Treasmy for electrome check
processing and electronic funds fransfers related to check charges, and for any Department of
Defense Commissary Agency "Blanket Routine Use" as published in the Federal Register.
Disclosure: Voluntary; however, failure to firmish the mformation requested may result m mabality
to shop m the commussary and’or refusal to accept a check from the patron and require
payment by other means.

h. With whom will the Pll be shared through data exchange, both within your DoD Component and outside your Component? (Check all that sppiy)

- COIpOonents B

[3] Within the DoD Component Specify. Woarel

[ Other DoD Components Specfy. | Defense Manpower Database Center (DMDC) |

[X] Oiher Federal Agencies Specty. |US. Treasury |

[ State and Local Agencies Speciy. | State/Territory WIC agencies |
Tmfgﬂﬁmaﬁwmmwh WCE and IBM are support contractors for the pomt of sale;

B Ciouses, ie, 52 2249, Privacy Act Noffication, 52 224-2, Spedify. | camtracts for both companies incinde the appropriate clanses
Privacy Act, and FAR 39.105 are included in the contract ) citing the need to protect Privacy information

E Other (e.q, commercial providers, colleges). Specify.
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i Source of the PIl collected is: (Check all that apply and fisf sl information systems if appiicatie)

[%] Individuals %] Databases

[x| Evisting DoD Information Systems [[] Commercal Systems
[%] Cther Federal Information Systems

DMDC DEEES database, Treasury Local Verification Downlead (LVD) database for bad checks, mitial upload of legacy Inmar customer
database for DeCA customers and any subsequent Loyalty program updates provided by patron.

j- How will the information be collected? [Check aif that apply and Nsf all Official Form Numbers i sppiicable)

[] E-mail [3] Official Form (Enter Form Mumber(s) in the box below)
[¥] FacetoFace Contact [] Paper

[[] Fax [[] Telephone Intendew

[x| Information Sharing - System fo System [3] Website/E-Form

[[] Other {if Other, enter the informafion in fhe box below)

DD Form 2 or Common Access Card (CAC)

k. Does this DoD Information system or electronic collection require a Privacy Act System of Records Notice (SORN)?

A Privacy Act SORM is required if the information system or elecironic collection contains information about ULS. citizens or lawful permanent LS. residents that

is refrieyed by name or other unigue identifier. PLA and Privacy Act SORM information must be consistent.
[ Yes [ Mo

If"Yes,” enter SORN System identifier  [Z0035-01 |

S0ORM Identifier, not the Federal Register (FRY) Citation. Consult the DoD Component Privacy Office for additional information or hitp:fdpcld defense gow
Privacy/SORMs!

or
If a SORMN has not yet been published in the Federal Register, enter date of submission for al to Defense Privacy, Civil Liberties, and Transparency
Division (DPCLTD). Consult the DoD Component Privacy Office for this date ﬂ

F"Mo,” explain why the SORM is not reguired in accordance with Dol Regulation 5400.11-R: Department of Defense Privacy Program.

I. What is the Mafional Archives and Records Administration (NARA) approved, pending or general records schedule (GRS) disposition authority for
the system or for the records maintained in the system?

{1} MARA Job Number or General Records Schedule Authority. | 191-306-07-5 and DAAZ

{2) If pending, provide the date the SF-115 was submitted to MARA. |

(3] Retention Instructions.

For Finaneial Transaction Records destroy 6 years after final payment or cancellation. For Customer Survey Files destroy after 3 years.
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m. What is the authority to collect information? A Federal law or Executive Order must authorize the collection and maintenance of a system of

records. For Pll not collected or maintained in a system of records, the collection or maintenance of the Pll must be necessary to discharge the
requirements of a statue or Executive Order.

(1) W this system has a Privacy Act SORM, the authorities in fhis P14 and the existing Privacy Act S0ORM should be similar.
(2) K a SORM does not apply. cite the authority for this DoD mformation system or electronic collection fo collect, use, maintain andior disseminate PIL
(I multiple authorities are cited, provide all that apply).

(a) Cite the specific provisions of the statute andior ED that authorizes the operation of the system and the collection of PI.

(b) If direct statuiory authority or an Executive Order does not exist, indirect statutory authority may be cited if the authority requires the
operation or administration of a program, the execution of which will reguire the colection and maintenance of a systern of records.

() If direct or indirect authority does not exist, Dol Components can use their general statutory grants of authority (“intemal housekeeping™) as
the primary authority. The requirement, directive, or mstruction implementing the statute within the DoD Component must be identified.

5TU5.C. 301, Departmental regulations; 10 T.5.C. 136, Under Secratary of Defenss for Personnel and Feadiness; 10 TI.5.C. §248]1, Defensa
Commussary and Exchange Systems; Fxistence and Pupose; 10 US.C. 52484 Commissary Stores: Marchandise That May Be Sold;
Umiform Surcharges and Poemg; 10 T1.5.C. §2485, Commissary Stores: Operation; Department of Defense Directrve 310555, Defense
Commusszary Agency (DeCA); Department of Defense Instruction 1330.17, Armed Services Commussary Operations; Department of De
T000.14-E., Department of Defense Financial Management Regulations (FMEs), Volume 4, Chapter 3, Eecervables; Volume 64, Reporting
Polhicy and Procedures, Volume 114 Eemmbursable Operations, Policy and Procedures, Volume 11B, Reimbursable Operations, Policy and
Procedures — Werking Capital Funds.

n. Does this Dol information system or electronic collection have an active and approved Office of Management and Budget (OMB) Control
Number?

Contact the Component Informiation Management Control Officer or DoD Clearance Officer for this information. This number indicates OMB approval to
collect data from 10 or more members of the public in a 12-month penicd regardless. of form or format.

[] es [%] Mo [] Pending

(1) ¥ "Yes,” kst all applicable OMB Control Numbers, collection titles, and expiration dates.
(Z) i "Mo,” explain why OMB approval is not reguired in accordance with DoD Manual 8310.01. Volume 2, * Dol Information Collections Manual:
Procedures for DoD Pubfc Information Collections.”

{3} If "Pending,” provide the date for the 60 andior 30 day nofice and the Federal Register citation.
Information collected as part of DelCA retail operation determimed to be exempt from con TequiTements e
meme of October 22, 2012
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