PRIVACY IMPACT ASSESSMENT (PIA)

|PRESCRIBING AUTHORITY: Dol Instruction 5400.18, "DoD Privacy Impact Assessment (PIA) Guidance”™. Complete this form for Department of Defense
(DioD) mformation systems or electronic collections of information (refemed to as an “electronic collection” for the purpose of this form) that collect, maintain, use,
andior disseminate personally identifiabde information (PIl) about members of the public, Federal employees, contractors, or foreign nationals employed at U.S.
|military faciities internationally. In the case where no Pll is collecied, the P1A will senve as a conclusive determination that privacy requirements do not apply to
system.

1. DOD INFORMATION SYSTEMELECTRONIC COLLECTION NAME:

|EBs Increment 3/CARTS R/M (Store Lavel)
2. DOD COMPONENT NAME: 3. PIA APPROVAL DATE:

Pefa:se e e El | 06/01/18

a. The Plis: (Gheck one. Noite: Mmﬂsmuﬂﬂedmgempm&}

[] From members of the general public [7] From Federal employees andior Federal contractors
rilanbuﬁmmﬁusufﬂregﬂma]ptﬂicandFedua]mpb‘yeesm [ MotCob i check I to Section 4)

b. The Pl is in a: (Check one)

[x] Mew Dol Information System [[] Mew Electronic Colection

[] Existing DD Informaticn System [] Essting Electronic Collection

[[] Significantly Modified DoD Information System

c. Describe the purpose of this DoD information system or electronic collection and describe the types of personal information about individuals.
collected in the system.

[EB% Increment 3 provides a new pomt-of-=ale (POS) system for the Diefense Compussary Agency (DeC A} The FOS system moust validate

shopping privileges via the Defense Manpower Data Center nusmg web services with a query based on the Barcode 39 value from a mialitary

ID. Depending on the payment method the customer uses, additional information may be required. For instance, Treasury processing of a

personal check requires mages of the front and back of the check as well as a customer ID umaque to the the individual. The default check 1D

will be the Barcode 39 value from the ID card. If there is no Barcode 39, the secondary ID choice 15 the DoD) ID number printed on the

mulitary ID); the tertiary ID choice 15 the S5N when there 1s no Bareode 39 or DoD) ID number; m Korean commmssaries only, the ration card

can be wsed to identfy the customer.

d. Why is the PIl collected andior what is the intended use of the PI? {e.g, verification, identification, authentication, dafa matching, missian-relafed use,
adminisirative uss)

Mission related nse to authenticate customers and accept their tenders

e. Do individuals have the opportunity to object to the collection of their PII? D Yes EI Mo
(1)  ™'es,” describe the method by which individuals can object to the collection of PI.
(2) F"Mo.” state the reason why individuals cannot object to the collection of PII.

DeD policy requires DeC A to validate shopping priileges. Treasmry policy requires a customer 1T for electronic check processing though
OTCneat.

f. Do individuals have the opportunity to consent to the specific uses of their PI? [x] Yes [] Mo
(1) ¥ ™Yes,” descripe the method by which individuals can give or withhold their consent.

2] f "No.” state the reason why individuals cannot give or withhold their consent.

Customers can choose to use tenders which do not requre PII (g.g. use cash mstead of a personal check or credit card). It customers do not
want to participate m digital coupons or other promotional activities, the customer can elect not participate m "opt " registration actraties.

g- When an individual is asked to provide P, a Privacy Act Statement (FAS) andlor a Privacy Advisory must be provided. (Check as appropriafe and
provide fhe sciual wonding. )
[%]  Privacy Act Statement [[] Privacy Advisory [[] Mot Appscable
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[Collection of Social Secunty Number/Military 1D Card Bar Code Value/TieD) 1D Mumber
Anthonty: 10 U.5.C. 2481, 2485(g) and (h); DoD Instruction 1330.17; E.O. 9397

Prmeiple Purposes: To positively identify authorized patrons of the Defense Commuszary Agency; to
enable patrons to tender payment for procernes and household goods by means of check; to

enable the Defense Commissary Agency to identify winiters of previously dishonored checks; and to
Service affiliation and status, from the Defense Enrollment Ehgiblity Reporting System (DEEES]).
Foutine Uses: Disclosures are permitted under 5 T1.5.C. 552ath), Povacy Act of 1974, as amended.
In addition, mformation may be disclosed to the United States Treasury for electromic check
processmg and electronic fimds transfers related to check charges, and for any Department of
Defense Commmszary Agency "Blanket Routine Use" as published in the Faderal REegister.
Disclosure: Veluntary; however, failure to furmsh the mfeomation requested may result m mabality
to shop n the commussary and/or refusal to accept a check from the patron and require

payment by other .
h. With whom will the Pll be shared through data exchange, both within your Dol Component and outside your Component? [Check all that apply)
. components Increment 3; Enterprise Data

[3] Within the DeD Component Specify. Wk |

E Other DeD Comgonents Specify. [Deﬁ:nseMmmDatabaseCem |

[X] Other Federal Agencies Specty. |US. Treasury |

[®] State and Local Agencies Specify. |State"i||"ICagEﬂcies |
W{fﬁeﬁmﬁaﬂ;ﬁaﬂr M' ﬂ’EE i:r:Er?.ngin NCRanﬂIBMmmm:mfmthemp@tof

[ ; ‘._E_rﬂ_zy_iﬂ. Act Nofif Harr,52.224-12, ¥ Specify. sale;cocr.?lfam ﬁnbuﬂlmmpﬂmﬂm.chdeﬂnwupnahe
Privacy Act, and FAR 33.105 are included in the contract) clause citmg the need to protect Privacy information

|: Other (e.q., commercial providers, colleges). Specify. [

i Source of the Pl collected is: (Check all thaf appiy and fisf a information systems if applicabie)

[%] Individuals %] Databases

[%] Cther Federal Information Systems

DMDC DEEES database, Treasury Local Venfication Download (LVD) database for bad checks

j- How will the information be collected? [Check aif fhat apply and isf all Official Form MNumbers i applicabie)

[] Email [3] Official Form {Erder Form Number(s) in the box below)
[¥] Faceto-Face Contact [] Paper

[] Fax [[] Telephone Intendew

[] Information Sharing - System to System [[] WebsitelE-Form

[[] Other {if Other, enfer the informafion in the hox below]

DD Form 2 or Common Access Card (CAC)

k. Does this DoD Information system or electronic collection require a Privacy Act System of Records Notice (SORM)?
A Privacy Act SORN is required if the information system or elecronic collection contains information about ULS. citizens or lawful permanent LS. residents that
is retrieyed by name or other unique identifier. P1A and Privacy Act SORM information must be consistent.
[X] Yes [ Mo
If "Yes,” enter SORN System ldentifier [ F0035-01 |

S0RM |dentifier, not the Federal Register (FR) Citation. Consult the Dol Component Privacy Office for additional information or hitp:idpcld defense. gow
PrivacyiSORMs!

or
If a SORM has not yet been published in the Federal Register, enter date of submission for al to Defense Privacy, Civil Liberties, and Transparency
Division {DPCLTD). Consult the DoD Component Privacy Office for this date ﬂ
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I "Mo,” explain why the SORM is not reguired in accordance with Do) Regulation 5400.11-R: Depariment of Defense Privacy Program.

I. What is the Mafional Archives and Records Adminisiration (NARA) approved, pending or general records schedule (GRS) disposition authority for
the system or for the records maintained in the system?

{1} NARA Job Mumber or General Records Scheduls Authority. [ |

{2} i pending, provide the date fhe 5F-115 was submitied o MARA.

(3) Retention Instructions.

m. What is the authority to collect information? A Federal law or Executive Order must authorize the collection and maintenance of a system of

records. For Pll not collected or maintained in a system of records, the collection or maintenance of the PIl must be necessary to discharge the
requirements of a statue or Executive Order.

(1) I this system has a Privacy Act SORM, the authorities in this P14 and the existing Privacy Act S0ORM should be similar.

(2Z) ¥a SORMN does not apply, cite the authority for this DoD information system or electronic collection to collect, use, maintain andlor disseminate PIL
(i multiple authorities are cited, prowide all that apply).

(a) Cite the specific provisions of the statute andlor EQ that authorizes the operation of the system and the collection of PI.

(b) If direct statutory authority or an Executive Order does not exist, indirect statutory authority may be cited if the authority requires the
operation or administration of a program, the execution of which will reguire the collection and maintenance of a systern of records.

() If direct or indirect authority does not exist, Dol Components can use their general statutory grants of authority (“intemal housekeeping”) as
the primary authority. The requirement, directive, or mstruction implementing the statute within the DoD Component must be identfied.

DoD policy requires authentication of customers to ensure they are entitles to shop at a commissary; this 15 achieved by validating the
customer has commissary privileges associated with thewr ID card by queryving the DMDC database using encrypted web services. Treasury
electronic check processmg via OTCnet requires a patron 1dentifier as part of the data exchange which supports the bad check list maintar
by Treasury. Offlme processing of credit card tenders requires the POS to retain credit card information in an encrypted format until the
connection 1s restored.

n. Does this Dol information system or electronic collection have an active and approved Office of Management and Budget (OMB) Control
Mumber?

Contact the Compenent Information Management Control Cfficer or DoD Clearance Officer for this information. This numiber indicates OMB approval to
collect data from 10 or more members of the public n a 12-month pencd regardless. of form or format.

[] ¥es [¥] Mo [] Pending

(1) §™¥es,” st all applicable OMB Control Numbers, collection fithes, and expiration dates.

(Z) i "Mo,” explain why OMB approwal is not reguired in accordance with DoD Manual 8310.01, Volume 2, * Dol Information Collections Manual:
Procedures for DoD Public information Collections.”

{3} If “Pending,” provide the date for the B0 andior 30 day nofice and the Federal Register citation.

Information collected as part of DeCA retail operations defermined to be exempt from PEA OME control number requirements by DeCA
GC memo of October 22, 2012
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