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Department of Defense
Defense Commissary Agency
HQC007-13-25 Limited Source Justification
(Reference FAR 8.405-6)
General Services Administration Federal Supply Schedule

This acquisition is being conducted under the authority of Section 201 of the Federal Property
and Administrative Services Act of 1949 (40 U.S.C.501) Multiple Award Schedule Program
FAR 8.401 and is justified by the following facts and rationale required under FAR 8.405-
6(b)(1), brand name specifications as follows:

(1) Requiring Agency and Contracting Activity:
Defense Commissary Agency
1300 E Avenue
Fort Lee, VA 23801-1800

Requiring Activity:  Information Technology Directorate
Contracting Activity: Store Services Support Division, IT Procurement Branch

Defense Commissary Agency (DeCA), Store Services Support Division, IT Procurement Branch
proposes to enter into a contract on a basis of other than full and open competition.

(2) Nature/Description of Action(s): The Defense Commissary Agency (DeCA) has a
requirement on a limited source basis to procure brand name Metasploit software and
maintenance support.

(3) Description of Supplies/services. HQCAAA-3065-2100 _ . ,
Purchase Metasploit Pro Software and its maintenance support. The software will be used to
conduct computer forensic investigations, penetration testing, exploit verification, social
engineering tests and Intrusion Detection System (IDS) signature development.

BASE YEAR
Item Part Number < Description Qty Type
METASPLOIT PRO
1 GSAMSPPRO (perpetual license, maintenance & support) 1 New

METASPLOIT technical support & upgrades
and exploit updates
2 MSTECHSUB Technical Support & Upgrades 1 New




OPTION YEAR ONE

Item Part Number Description Qty Type
METASPLOIT PRO
1 GSAMSPPRO (perpetual license, maintenance & support) 1 Renewal
METASPLOIT technical support & upgrades
2 MSTECHSUB and exploit updates 1 Renewal
OPTION YEAR TWO
Ttem Part Number Description Qty Type
METASPLOIT PRO
1 GSAMSPPRO (perpetual license, maintenance & support) 1 Renewal
METASPLOIT technical support & upgrades
2 MSTECHSUB and exploit updates 1 Renewal
OPTION YEAR THREE
Item Part Number Description Qty Type
- METASPLOITPRO
1 GSAMSPPRO (perpetual license, maintenance & support) 1 Renewal
METASPLOIT technical support & upgrades
2 MSTECHSUB and exploit updates 1 Renewal
OPTION YEAR FOUR
Item Part Number Description Qty Type
METASPLOIT PRO
1 GSAMSPPRO (perpetual license, maintenance & support) 1 Renewal
METASPLOIT technical support & upgrades
2 MSTECHSUB and exploit updates 1 Renewal

Base year: on or before July 1, 2013 — June 30, 2014
Option year one: July 1,2014 — June 30, 2015
Option year two: July 1, 2015 — June 30, 2016
Option year three: July 1, 2016 — June 30, 2017
Option year four: July 1,2017 - June 30, 2018:

(4) Identification of the Justific
mandated, in accordance with D
conduct computer forensic investigations, penetration testing,

ation and Rationale. Department of Defense (DoD) agencies are
oD directive (DoDD) 8530 and DoD Instruction 8500, to
exploit verification, social




engineering tests and IDS signature development to discover, access, integrate, correlate and fuse
data/information that supports the agency’s mission objectives and minimizes vulnerabilities
across the enterprise as they apply to the implementation of the DoD security requirements and
information assurance implementation. All DoD information systems must comply with the DoD
Information Assurance Certification and Accreditation Process (CIACAP). Metasploit-Pro is a
software based Computer Network Defense (CND) security tool used for penetration testing, risk
validation, network asset discovery, web application scanning, password auditing, and social
engineering simulation testing.

Metasploit Pro helps enterprise defenders prevent data breaches by efficiently prioritizing
vulnerabilities, verifying controls and mitigation strategies, and conducting real-world,
collaborative, broad-scope penetration tests to improve your security risk intelligence. The
product being requested replaces DeCA’s existing application whereby DeCA will realize a cost
savings and have more capabilities under the new software application. Use of this software will
ensure that the agency meets the requirements of DIACAP and minimizes vulnerabilities to the
network and the DoD. This assures compliance of Interconnections of Intelligence Community
(IC) systems and DoD systems accomplished using a process jointly agreed on by the DoD CIO
and the Associate Director of National Intelligence (ADNI) and CIO principal accrediting
authority.

(5) FEDBIZOPPS (FBO) announcement/potential sources. In accordance with FAR part 8.405-
6(3)(i) limited sources, DeCA will solicit the three (3) known GSA resellers of Metasploit Pro.
In accordance with the requirements of the above authority, this LSJ will also be posted to the
GSA eBuy in an effort to bolster competition.

(6) Determination by the Ordering Activity Contracting Officer that the anticipated order
represents the best value consistent with 8.404(d). The Contracting Officer has determined that
issuing the proposed Delivery Order against an existing GSA schedule represents the best value
to the Government. This order will be placed in accordance with FAR 8.404 — Use of Federal
Supply Schedules. GSA has already negotiated fair and reasonable pricing. The acceptable
inflation factor for this commodity in the commercial market place is 10% annually; thus the
government can expect to defer an increase in out-year costs. :

(7) Market Research. Market research was conducted through searches of the Internet and trade
publications, information technology and security articles, trade show and conferences
attendance, and surveys of other Department of Defense agencies. It was concluded that
Metasploit Pro provides the required capabilities at a lower cost than DeCA’s current
application. ‘

In accordance with the mandate of DFARS 208-74, market research was conducted
through the ARMY CHESS (CHESS) Enterprise Software Agreements (ESA) site. This research
indicates that the product and maintenance support is not available through an existing ESA
agreement. Additional market research was conducted through the GSA Advantage site which
indicates that there are at least three (3) vendors on GSA that have the capability to fulfill this
requirement. Since the product being procured will be used to conduct computer forensic
investigations, penetration testing, exploit verification, social engineering tests and Intrusion



Detection System (IDS) signature development, DeCA will utilize the GSA venue as it has
successfully solicited and awarded its primary network anomaly based intrusion detection and
analysis based hardware appliances and maintenance support through this vehicle.

(8) Any Other Facts to Support the Justification. It was concluded that Metasploit Pro provides
the required capabilities at a lower cost than the product DeCA is currently using.

(9) Actions Taken to Remove Barriers to Competition. While DeCA is soliciting an awarding
this as a brand name limited sources justification, the agency has identified and does expect to
obtain pricing from at least three GSA resellers.

(10) Contracting Officer's Certification. In accordance with FAR 8.405-6(g)(2)(ix), I certify that
the data supporting the recommended use of other than full and open competition is accurate and
complete to the best of my knowledge and belief.

Rita W. Jabcson M RAVE R
Contracting Officer Date
(11) Technical/Requirements Personal Certification. I certify that this requirement meets the

Government’s minimum need and that the supporting data, which forms a basis for the
justification, is accurate and complete.

MJ\AO Ri/\/q/\ 3,13“3
Technical/Require{n?’l‘ES Representative Date
APPROVAL:

CONTRACTING OFFICER CERTIFICATION: I have reviewed this justification and find it
to be accurate and complete to the best of my knowledge and belief. Since this justification does
not exceed $650,000 and pursuant to the authority of 10 U.S.C. 23 04(c)(1) provided that funds
are available or will be made available and provided that the services and/or supplies herein
described have otherwise been authorized for acquisition, this review serves as approval.”

/ r‘ / J/;/ -
NAME: Rita W. Jackson SIGNATUMﬁ % %7

; ) )
TITLE: Chief, IT Procurement Brancl/  DATE: __ /2704 f o o O
7 7 7

Contracting Officer

ALL QUESTIONS REGARDING THIS LIMITED SOURCES JUSTIFICATION ARE TO BE
REFERRED TO THE CONTRACTING OFFICER MS. RITA W. JACKSON (804) 734-8000
x48199



